COURSE YEAR OF
CODE COURSE NAME L-T-P-C_ | INTRODUCTION

EC474 COMPUTER VISION 3-0-0-3 2016

Prerequisite: EC301 Digital Signal Processing

Course objectives:
e To review image processing techniques for computer vision
e To understand shape and region analysis
e To understand three-dimensional image analysis techniques and motion analysis
e To study some applications of computer vision algorithms
e To introduce methods and concepts which will enable the student to implement computer
vision systems with emphasis on applications and problem solving

Syllabus:

Review of Image processing operations, Image formation models, Image processing and feature
extraction, Motion Estimation, Shape representation and Object recognition.

Expected outcome:

The students will be able to:
1.  Implement fundamental image processing techniques required for computer vision
ii.  Perform shape analysis and boundary tracking techniques
iii.  Implement motion related techniques
iv.  To develop applications using computer vision techniques

Text Books:
1. B KP Horn, Robot Vision, McGraw-Hill,1986
2. D Forsyth and J Ponce, Computer Vision - A modern approach, Prentice Hall of India,
2002

References:
1. E R Davies, Computer & Machine Vision, Fourth Edition, Academic Press, 2012.
2. R. Szeliski, Computer Vision: Algorithms and Applications, Springer 2011
3. Simon J D Prince, Computer Vision: Models, Learning, and Inference, Cambridge University

Press, 2012.
Course Plan
Module Course content End
Hours Sem.
Exam
Marks
Review of image processing techniques : filtering, thresholding 1
I Mathematical morphology, Texture 1 15
Binary shape analysis, connectedness, object labelling and counting 2
Boundary descriptors 1
Monocular and binocular imaging system 2
I Orthographic & Perspective Projection 2 15
Camera models 2




Camera Calibration, Stereo vision: introduction; concept of disparity and
its relationship with depth 3
Image Processing for Feature Detection and Image Synthesis, Edge |
detection
Corner detection, Harris corner detection algorithm, Line and curve
I ’ 3 15
detection,Hough transform
SIFT operator, Mosaics, snakes 2
Shape from X - Shape from shading, Photometric stereo, Texture, 3
Occluding contour detection.
v Motion Analysis- Regularization theory,Optical Flow: brightness 15
constancy equation, aperture problem, Horn-Shunck method, Lucas- 4
Kanade method
Structure from motion. 2
Object recognition: Hough transforms and other simple object recognition
methods 3
A" Shape correspondence and shape matching, Principal Component 3 20
Analysis
Shape priors for recognition 1
Application: Photo album, Face detection, Face recognition, Eigen faces,
{ 3
Active appearance and 3D shape models of faces
VI Application: Tnvehi = 1 - - 20
pplication: In-vehicle vision system: locating roadway, road markings,
identifying road signs, locating pedestrians 3

Question Paper Pattern ( End semester exam)

The question paper shall consist of three parts. Part A covers modules I and II, Part B covers
modules III and IV, and Part C covers modules V and VI. Each part has three questions
uniformly covering the two modules and each question can have maximum four subdivisions. In
each part, any two questions are to be answered. Mark patterns are as per the syllabus with 70%
for theory and 30% for logical/numerical problems, derivation and proof.



COURSE YEAR OF
CODE COURSE NAME L-T-P-C INTRODUCTION
MIXED SIGNAL CIRCUIT
EC462 DESIGN 3-0-0 -3 2016

Prerequisite: EC 304 VLSI, EC308 Embedded Systems

Course objectives:

e To give the knowledge about various analog and digital CMOS circuits

e To impart the skill in analysis and design of analog and digital CMOS circuits.
Syllabus:
CMOS Amplifiers: CS,CG,CD stages, Cascoded stages, Folded cascode Amplifier, MOS
Current Mirror, MOSFET cascode current mirror, Differential Amplifiers, MOS telescopic
cascode amplifier,CMOS OP AMPS, Design of classical Two Stage OP AMP, Comparator,
Band gap References, Phase Locked Loop, Dynamic analog circuits, Data Converters, Switched
Capacitor Circuits, Data Converters- Specifications, DAC, ADC Architecture

Expected outcome:
The students will be able to design and analyse various analog and digital CMOS circuits.

Text Books:
1. Phillip E. Allen, Douglas R. Holbery, CMOS Analog Circuit Design, Oxford, 2004.
2. Razavi B., Fundamentals of Microelectronics, Wiley student Edition2014.

References:
1. Baker, Li, Boyce, CMOS: Circuits Design, Layout and Simulation, Prentice Hall India,
2000

2. Razavi B., Design of Analog CMOS Integrated Circuits, Mc Graw Hill, 2001.

Course Plan

End
Module Course contents Hours Sem.
Exam
Marks
CMOS Amplifiers- Common Source with diode connected
loads and current source load, CS stage with source degeneration, 4
CG stage and Source Follower (Only Voltage Gain and Output
I . . 15%
impedance of circuits )
Cascoded stages - Cascoded amplifier, Cascoded amplifier with 4
cascoded loads , Folded cascode Amplifier
MOS Current Mirror- Basic circuit, PMOS and NMOS current
mirrors 3
Current mirror copying circuits, MOSFET cascode current mirror
I circuits 15%
Differential Amplifiers-Differential Amplifier with MOS
current source Load, with cascaded load and with current mirror 4
load, MOS telescopic cascode amplifier. (Only Voltage Gain and
Output impedance of circuits)
__ FIRSTINIERNALEXaM [
I CMOS OP AMPS- Two Stage Operational Amplifiers - 3 15%
Frequency compensation of OPAMPS - miller compensation,




Design of classical Two Stage OP AMP

Comparator- Characterization of a comparator-static and
dynamic, A Two stage open loop comparator (analysis not
required)

Band gap References- Supply Independent Biasing,
Temperature independent references —band gap reference

v Phase Locked Loop — Simple PLL ,Basic PLL Topology, 15%
Charge Pump PLL, Basic Charge Pump PLL
Dynamic analog circuits — charge injection and capacitive feed
vV through in MOS switch, Reduction technique 20%
Switched Capacitor Circuits- sample and hold circuits,
Switched Capacitor Integrator, Ladder filters
Data Converters-
DAC Specifications-DNL, INL, latency, SNR, Dynamic Range
ADC Specifications-Quantization error, Aliasing, SNR, Aperture
VI error 20%

DAC Architecture - Resistor String, Charge Scaling and
Pipeline types.
ADC Architecture- Flash and Pipe line types

Question Paper Pattern

The question paper shall consist of three parts. Part A covers modules I and II, Part B covers
modules III and IV, and Part C covers modules V and VI. Each part has three questions
uniformly covering the two modules and each question can have maximum four subdivisions.
In each part, any two questions are to be answered. Mark patterns are as per the syllabus with
60% for theory and 40% for logical/numerical problems, derivation and proof.




COURSE YEAR OF
CODE COURSE NAME L-T-P-C [ INTRODUCTION

EC464 LOW POWER VLSI 3-0-0 -3 2016

Prerequisite: EC 304 VLSI, EC308 Embedded Systems

Course objectives:
e To identify the power dissipation mechanisms in various MOS logic styles
e To familiarize suitable techniques to reduce power dissipation

Syllabus:

Physics of Power dissipation in MOSFET devices, Sources of power dissipation in CMOS,
Circuit techniques for leakage power reduction, Design and test of low voltage CMOS, Non
clocked circuit design style, Adiabatic switching.

Expected outcome:
The students will be able to:
i.  Identify the sources of power dissipation in digital IC systems.
i1.  Understand the impact of power on system performance and reliability
iii.  Understand leakage sources and reduction techniques
iv.  Recognise advanced issues in VLSI systems, specific to the deep-submicron silicon
technologies
v.  Identify the mechanisms of power dissipation in CMOS integrated circuits

Text Books:
1. Gray Yeap, Practical low power digital VLSI design, Springer, 1998
2. Kaushik Roy, Sharat C Prasad, Low power CMOS VLSI circuit design, Wiley India,
2000

References:
1. Abdellatif Bellaouar, Mohamed I Elmasry, Low power digital VLSI design, Kluwer
Academic, 1995
2. Anatha P Chandrakasan, Robert W Brodersen, Low power digital CMOS Design,
Kluwer Academic, 1995
3. Christian Piguet, Low power CMOS circuits, Taylor & Francis, 2006
4. Kiat Seng Yeo, Kaushik Roy, Low voltage, low power VLSI sub systems, Tata McGraw

Hill, 2004
Course Plan
Module Course contents End
Hours Sem.
Exam
Marks
Physics of Power dissipation in MOSFET devices
MIS structure, Need for low power circuit design 2
Threshold voltage, body effects, 1
I Short channel effects-surface scattering, punch through, velocity ’ 15%
saturation, impact 1onization
Hot electron effects, drain induced barrier lowering, narrow width ’
effects
Sources of power dissipation in CMOS-Switching power ’
dissipation,
It Short circuit power dissipation, glitching power dissipation 15%
Leakage power dissipation, Transistor leakage mechanisms of 3




deep submicron transistors

Circuit techniques for leakage power reduction — standby

Domino logic (domino NAND gate)

Differential Current Switch Logic.

Non clocked circuit design style-fully complementary logic

NMOS and pseudo -NMOS logic

differential cascade voltage switch logic(DCVYS),

pass transistor logic

leakage control using transistor stacks 2
multiple Vg, techniques, Dynamic Vy, techniques 2

I supply voltage scaling techniques, Deep submicron devices design 15%
issues 2
Minimizing short channel effect 2
Design and test of low voltage CMOS — Circuit design style- )
clocked design style- Basic concept

v 15%

|

20%

VI

Adiabatic switching — Adiabatic charging, adiabatic amplification

One stage and two stage adiabatic buffer

fully adiabatic system

Adiabatic logic gates, pulsed power supplies

NN Bl I NOR [ O | (O} §\S] [ (O] [} \§)

20%

Question Paper Pattern

The question paper shall consist of three parts. Part A covers modules I and II, Part B covers
modules III and IV, and Part C covers modules V and VI. Each part has three questions
uniformly covering the two modules and each question can have maximum four subdivisions.
In each part, any two questions are to be answered. Mark patterns are as per the syllabus with
60% for theory and 40% for logical/numerical problems, derivation and proof.




COURSE YEAR OF
CODE COURSE NAME L-T-P-C INTRODUCTION

EC466 CYBER SECURITY 3-0-0 -3 2016
Prerequisite: EC407 Computer Communication

Course objectives:
e To familiarize various types of cyber-attacks and cyber-crimes.
e To give an overview of the cyber laws
e To study the defensive techniques against these attacks
Syllabus:
Vulnerability scanning, tools for scanning, Network defense tools, Firewalls and Intrusion Detection
Systems, Virtual Private Networks, Scanning for web vulnerabilities tools, Cyber crimes and law,
cyber crime investigation

Expected outcome:
The students will be able to understand cyber-attacks, types of cybercrimes, cyber laws and also
how to protect them self and ultimately the entire Internet community from such attacks

Text Books:
1. Mike Shema , Anti-Hacker Tool Kit, Mc Graw Hill
2. Nina Godbole and Sunit Belpure, Cyber Security Understanding Cyber Crimes, Computer
Forensics and Legal Perspectives, Wiley

References:
1. Achyut S.Godbole Data Communication and Networking,2e, McGraw —Hill Education New
Delhi,2011

2. Forouzan, Data Communication and Networking (Global Edition) 5/e, McGraw Hill
Education India, 2013.
3. Forouzan, TCP/IP Protocol Suite 4e, McGraw Hill Education India, 2010

Course Plan

Module Course contents End Sem.
Hours | Exam
Marks
I Introduction to Vulnerability Scanning
Overview of vulnerability scanning, Open Port / Service 7 15%
Identification, Banner / Version Check, Traffic Probe, Vulnerability
Probe, Vulnerability Examples, OpenVAS, Metasploit.
1T Network Vulnerability Scanning
Networks Vulnerability Scanning - Netcat, Socat, understanding Port
and Services tools - Datapipe, Fpipe, WinRelay, Network 7 15%

Reconnaissance — Nmap, THC-Amap and System tools, Network
Sniffers and Injection tools — Tcpdump and Windump, Wireshark,
Ettercap, Hping, Kismet

Network Defense tools

Firewalls and Packet Filters: Firewall Basics, Packet Filter Vs
Firewall, How a Firewall Protects a Network, Packet Characteristic to | §
Filter, Stateless Vs Stateful Firewalls, Network Address Translation
(NAT) and Port Forwarding, the basic of Virtual Private Networks,
Linux Firewall, Windows Firewall, Snort: Introduction Detection

I1I 15%




Web Application Tools

Scanning for web vulnerabilities tools: Nikto, W3af, HTTP utilities -
Curl, OpenSSL and Stunnel, Application Inspection tools — Zed |6
Attack Proxy, Sqlmap. DVWA, Webgoat, Password Cracking and
Brute-Force Tools — John the Ripper, LOhtcrack, Pwdump, HTC-
Hydra

Introduction to Cyber Crime and law

Cyber Crimes, Types of Cybercrime, Hacking, Attack vectors,
Cyberspace and Criminal Behavior, Clarification of Terms,
Traditional Problems Associated with Computer Crime,
A\ Introduction to Incident Response, Digital Forensics, Computer
Language, Network Language, Realms of the Cyber world, A
Brief History of the Internet, Recognizing and Defining
Computer Crime, Contemporary Crimes, Computers as Targets,
Contaminants and Destruction of Data, Indian IT ACT 2000.

15%

20%

Introduction to Cyber Crime Investigation
Firewalls and Packet Filters, password Cracking, Keyloggers and |¢g
Spyware, Virus and Warms, Trojan and backdoors, Steganography,
DOS and DDOS attack, SQL injection, Buffer Overflow, Attack on
wireless Networks

VI 20%

Question Paper Pattern

The question paper shall consist of three parts. Part A covers modules I and II, Part B covers
modules III and IV, and Part C covers modules V and VI. Each part has three questions
uniformly covering the two modules and each question can have maximum four subdivisions.
In each part, any two questions are to be answered. Mark patterns are as per the syllabus with
100% for theory.



COURSE YEAR OF
CODE COURSE NAME L-T-P-C INTRODUCTION

EC468 SECURE COMMUNICATION 3-0-0 -3 2016
Prerequisite: EC407 COMPUTER COMMUNICATION

Course objectives:

*To impart the students about the theory and technology behind the secure communication.
Syllabus:
Introduction on Security, Security Goals, Types of Attacks, Modular arithmetic: Groups, Ring, Fields.
The Euclidean algorithm, Finite fields of the form GF(p), Polynomial arithmetic, Symmetric Ciphers,
Symmetric Cipher Model, Substitution Techniques, Transposition techniques, Block Ciphers, Data
encryption Standards, Differential and Linear Crypt analysis Advanced Encryption standard, The AES
Cipher, Public key cryptosystem, RSA algorithm, Intruders, Password management

Expected outcome:
The student will be
i.  Exposed to the different approaches that handle security and the algorithms in use for
maintaining data integrity and authenticity.
ii.  Enabled student to appreciate the practical aspects of security features design and their
implementation

Text Books:
1. Behrouz A. Forouzan , Cryptography and Network security Tata McGraw-Hill, 2008
2. William Stallings, Cryptography and Network security: principles and practice", 2nd Edition,
Prentice Hall of India, New Delhi, 2002

References:
1. David S. Dummit & Richard M Foote, Abstract Algebra, 2nd Edition, Wiley India Pvt. Ltd.,
2008.

2. Douglas A. Stinson, Cryptography, Theory and Practice, 2/e, Chapman & Hall, CRC Press
Company, Washington, 2005.

3. Lawrence C. Washington, Elliptic Curves: Theory and Cryptography, Chapman & Hall, CRC
Press Company, Washington, 2008.

4. N. Koeblitz: A course in Number theory and Cryptography, 2008
5. Thomas Koshy: Elementary Number Theory with Applications, 2/e, Academic Press, 2007
6. Tyagi and Yadav , Cryptography and network security, Dhanpatrai, 2012
Course Plan
End
Module Course contents Hours Sem.
Exam
Marks

Introduction on security, security goals and types of attacks: Passive
I attack, active attack, attacks on confidentiality, attacks on integrity 5 15%
and availability, Security services and mechanisms.

Modular arithmetic: Groups, Ring, Fields. The Euclidean algorithm, 4
I Finite fields of the form GF(p) 15%
Polynomial arithmetic: Finite fields of the form GF (2n). 4

11 Symmetric Ciphers, Symmetric Cipher Model 3 15%




Substitution Techniques, Caesar Cipher, Mono alphabetic Cipher,
Play fair cipher, Hill cipher, Poly alphabetic Cipher, one time pad

Transposition techniques ,Block Ciphers, Data encryption Standards,
DES Encryption, DES decryption

Differential and Linear Crypt analysis Advanced Encryption
standard

The AES Cipher, substitute bytes transformation, Shift row
transformation, Mix Column transformation.

Public key cryptosystem, Application for Public key cryptosystem
requirements

15%

Password management: Password protection, password selection
strategies.

Question Paper Pattern

The question paper shall consist of three parts. Part A covers modules I and II, Part B covers
modules III and IV, and Part C covers modules V and VI. Each part has three questions
uniformly covering the two modules and each question can have maximum four subdivisions.
In each part, any two questions are to be answered. Mark patterns are as per the syllabus with

50% for theory and 50% for logical/numerical problems, derivation and proof.

A\% : =~ ¥ : ; 20%
RSA algorithm, Key management, Distribution of public key, public ¢
key certificates, Distribution of secret keys.

Intruders: Intrusion techniques, Intrusion detection, Statistical
anomaly detection, Rule based intrusion detection, Distributed
VI intrusion detection, Honey pot, Intrusion detection exchange format. 20%




COURSE YEAR OF
CODE COURSE NAME L-T-P-C | INTRODUCTION
INTEGRATED OPTICS & PHOTONIC
EC472 SYSTEMS 3-0-0 -3 2016

Prerequisite: EC303 Applied Electromagnetic Theory, EC405 Optical Communication

Course objectives:

e To discuss basic goals, principles and techniques of integrated optical devices and photonic
systems

e To explain operation and integration of various optoelectronic devices in an integrated optical
system

e To study about various components like optical waveguides, optical couplers, design tools,
fabrication techniques, and the applications of optical integrated circuits.

e To introduce some of the current state-of-the-art devices and systems.

Syllabus: Review of Electromagnetics: Maxwell’s equations, optical waveguides and devices,
Waveguide Fabrication Techniques, Electro-Optic Waveguides, Polymer Waveguide Device, Losses
in optical wave guide, Wave guide input and output couplers, coupled mode theory, Light Propagation
in Waveguides, FFT-BPM, FD-BPM, Electro-Optic Modulators: Types, Integrated semiconductor
laser, integrated semiconductor optical amplifier, integrated optical detectors, applications of optical
integrated circuits, devices and systems for telecommunications, microwave carrier generation by
optical techniques, photonic crystals, nanophotonic device.

Expected outcome:
The student will have an in depth knowledge of
i.  Devices that are basic components of integrated optics and photonic systems including Optical
wave guides, optical couplers, Lasers, Detectors and modulators
ii.  Light propagation in waveguides
iii.  The fabrication process of Optical Integrated devices
iv.  Applications of Optical Integrated devices
v.  Nano photonic devices

Text Books:
1. Lifante, Integrated Photonics: Fundamentals, John Wiley 2003
2. Robert Hunsperger, Integrated optics :Theory and technology 6/e Springer, 2009

References:

1. H. Nishihara, M. Haruna, and T. Suhara, Optical Integrated Circuits, McGraw-Hill
Professional, 1989.
2. Keicolizuka, Elements of photonics, John Wiley, 2002 .
3. Pappannareddy, Introduction to light wave systems,Artech House, 1995
RELATED LINKS
Website of IEEE photonics society: www.ieee.org/photonics.

Course Plan

End
Sem.
Module Course content (42hrs) Hours E
xam
Marks
Review of Electromagnetics , Maxwell’s equations - Wave equation 3
Analysis of optical waveguides and devices- Planar waveguides,
I chanel waveguides, graded index waveguides. 4 15%



http://www.ieee.org/photonics

I1I

Waveguide Fabrication Techniques -substrate materials for optical
IC , Epitaxially Grown Waveguides- Electro-Optic Waveguides

Types of Polymers-Polymer Waveguide Devices, Optical Fiber
Waveguide Devices

Losses in optical wave guide, measurement of losses. Wave guide
input and output couplers, types of couplers, coupling between wave
guides,

Optical Fiber Couplers and Splitters, coupled mode theory

15%

15%

Light Propagation in Waveguides: The Beam Propagation Method-
Fresnel Equation - Fast Fourier Transform Method (FFT-BPM) -
Solution based on discrete fourier transform - Method Based on
Finite Differences (FD-BPM), Boundary Conditions

Electro-Optic Modulators - Basic Operating Characteristics- The
Electro-Optic  Effect,Mach-Zehnder ~Modulator, acousto-optic
modulator,

Integrated semiconductor laser, integrated semiconductor optical
amplifier, integrated optical detectors, structures.

15%

20%

VI

Applications of Optical Integrated Circuits-Spectrum Analyser-
Temperature and High Voltage Sensors,

Devices and Systems for Telecommunications- Microwave Carrier
Generation by Optical Techniques, - Photonic Crystals-
Nanophotonic Device.

Question Paper Pattern

The question paper shall consist of three parts. Part A covers modules I and II, Part B covers modules I1I
and IV, and Part C covers modules V and VI. Each part has three questions uniformly covering the two
modules and each question can have maximum four subdivisions. In each part, any two questions are to be
answered. Mark patterns are as per the syllabus with 50% for theory and 50% for logical/numerical

problems, derivation and proof.

20%




